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Confronting the
Forensic Facts

How an Expansion of the
Confrontation Clause Creates
New Opportunities and
Obligations for Challenging
Electronic Evidence

By Marjorie J. Peerce and
Elizabeth S. Weinstein

Most matters involving white-
collar investigations and pros-
ecutions do not result in trials,
so evidentiary issues are not
frequently discussed in articles
on business crime. A new focus
on evidentiary issues, however,
is warranted in light of a pair
of recent Supreme Court cases
built upon the Sixth Amend-
ment’s Confrontation Clause. See
Crawford v. Washington, 54 U.S.
36 (2004) and Melendez-Diaz v.
Massachusetts, 129 S. Ct. 2527
(2009). These two cases have giv-
en criminal defense attorneys po-
tent new weapons to challenge
forensic evidence proffered by
the government — not only the
potential right to confront foren-
sic analysts, but also the potential
right to demand broader and ear-
lier discovery so that counsel is
able to make full use of the right
to confrontation identified by the
Supreme Court.

NEwW LAwW ON FORENSIC

EVIDENCE

Melendez-Diaz extended the
Sixth Amendment’s Confronta-
tion Clause into the realm of fo-
rensic evidence. Citing Crawford,
the Supreme Court held that, be-
cause of the Sixth Amendment’s
Confrontation Clause, a witness’s

continued on page 6

DOJ, Heal Thyself

Need for a Compliance Program Against Prosecutorial Misconduct

By Jim Walden and Georgia Winston

and money in compliance programs to combat corporate crime. The De-

partment of Justice (DOJ) has enforced this imperative with a big stick: If
an employee breaks the law while engaged in the company’s business, the com-
pany’s lack of an “effective compliance program” is a ground for imposing the
“corporate death penalty,” as in the case of Arthur Andersen, or a range of lesser
(but still severe) penalties.

But what about compliance in the business of dispensing justice? The uptick
in implosions of high-profile criminal cases has been cause for concern among
the DOJ’s most ardent supporters. Policymakers need to ask whether the DOJ is
doing as much to mitigate its own risks of employee misconduct as it requires of
the companies it investigates and prosecutes.

DOJ’s STANDARDS FOR OTHERS ARE HIGH

Companies that adopt weak compliance programs, or none at all, face similar
risks: corporate prosecution. The key consideration, according to the now-famous
Holder Memo, is “whether the program is adequately designed for maximum effec-
tiveness in preventing and detecting wrongdoing by employees and whether cor-
porate management is enforcing the program or is tacitly encouraging or pressur-
ing employees to engage in misconduct to achieve business objectives.” (“Bringing
Criminal Charges Against Corporations,” DOJ memorandum, June 16, 1999.)

The DOJ’s expectations are sometimes punctuated by tough-talking prosecu-
tors. “If you don’t have a good compliance program and we find out,” one DOJ
official warned executives, “we will give you a compliance program. I guarantee
it will be something not to your liking.” (“Top DQOJ Official Says Better Prosecu-
tions Coming,” Compliance Week, June 8, 2007.) Compliance program failings
are often met with extended and expensive “independent monitorships,” even in
cases where the scope of the wrongdoing was very limited in comparison with
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a target company’s overall global
business operations.
SHARED PAIN?

Meanwhile, some courts have act-
ed with unprecedented force after
finding misconduct by federal pros-
ecutors. A few failed cases have af-
fected our foreign relations and the
fate of elections, and resulted in dis-
missed indictments, public censure,
injunctive relief, sanctions, and
criminal investigation of the pros-
ecutors themselves. These sanctions
have had a ripple effect on other
prosecutions.

In the Blackwater case, involving
the alleged shooting of 34 Iraqi civil-
ians, the judge found that line-level
prosecutors had misused involun-
tary statements from the defendants
to gather other evidence. The judge
criticized the prosecutors’ “reckless
behavior,” finding that they had “pur-
posefully flouted the advice of [oth-
er prosecutors] when obtaining the
substance of the defendants’ com-
pelled statements, and in so doing,
knowingly endangered the viability
of the prosecution.” (U.S. v. Slough,
No. 08-cr-360, 2009 WL 5173785
(D.D.C. Dec. 31, 2009)). The effect of
the dismissal had international im-
plications, as the Iraqi government
denounced the situation as “unjust,”
and a U.S. commander expressed
concern over a “backlash” against
other security companies in Iraq.
(“Iraq Says U.S. Blackwater Case Dis-
missal ‘Unacceptable,” The New York
Times, Jan. 1, 2010).

The DQJ ultimately dropped
charges against former Alaska Sena-
tor Ted Stevens, but only after the
damage had been done and Stevens
lost his bid for reelection. (U.S. v.
Stevens, No. 08-cr-231 (D.D.C. Apr.
7, 2009)). And the prosecutorial

Jim Walden (jwalden@gibsondunn.
com), a member of this newsletter’s
Board of Editors and former fed-
eral prosecutor, is the co-Chair of
the White Collar Defense & Inves-
tigations Group at Gibson, Dunn &
Crutcher. Georgia Winston is a se-
nior associate who focuses on crimi-
nal defense cases.

misconduct in Stevens led prosecu-
tors to seek remand in two related
cases in which the defendants had
already been convicted and begun
to serve their sentences. The appeals
court ordered those defendants re-
leased pending the district court’s
decision on remand. U.S. v. Kott, 333
Fed. App’x 204 (9th Cir. 2009); U.S.
v. Kobring, 334 Fed. App’x 836 (9th
Cir. 2009).

In the Broadcom case, a disgust-
ed, conservative judge concluded
that prosecutors had “intimidated
and improperly influenced” three
critical defense witnesses and had
“distorted the truth-finding pro-
cess and compromised the integ-
rity of the trial.” U.S. v. Rueble, No.
08-cr-139 (transcript, Dec. 15, 2009).
On that basis, the court dismissed
the stock-options backdating indict-
ments against two defendants. The
judge even vacated the conviction of
another defendant who had already
accepted a guilty plea because of
the court’s “grave concerns over the
government’s tactics.” U.S. v. Samu-
eli, No. 08-cr-156 (Dec. 14, 2009).
All dismissals were with prejudice
against further prosecution.

Misconduct in the Detroit “sleeper
cell” terrorism case was even more
egregious. The judge dismissed sev-
eral charges against three defen-
dants, and granted a new trial on
remaining charges after a court-
ordered review by the DOJ found
that the trial team had engaged in a
widespread pattern of misconduct.
US. v. Koubriti, 336 F. Supp. 2d
676 (E.D. Mich. 2004). The court’s
rebuke characterized the prosecu-
tion’s misconduct as “prevalent and
pervasive,” making it “abundantly
clear [that] the prosecution misled
the Court, the jury, and the defense
as to the nature, character and com-
plexion of critical evidence that
provided important foundations for
the prosecution’s case.” The pros-
ecutor’s misconduct stepped so far
over the line that he and the State
Department employee who had as-
sisted in the prosecution were in-
dicted for conspiracy and obstruc-
tion of justice. U.S. v. Convertino,
No. 06-cr-20173 (E.D. Mich. 2000).
They were eventually acquitted.
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Money Laundering:
A Changing Paradigm

By Michael Zeldin and
Miriam Ratkovicova

When government officials speak,
those regulated by them should lis-
ten carefully. Over the past several
months there has been a slew of
public pronouncements that should
put financial institutions on edge.
Enhanced enforcement of the For-
eign Corrupt Practices Act (FCPA)
is now migrating into the financial
sector and linking up with anti-
money laundering (AML) and Office
of Foreign Assets Control (OFAC)
compliance requirements.

Item: The Financial Industry Reg-
ulatory Authority (FINRA) wrote to
securities industry executives last
March to “highlight new and exist-
ing areas of particular significance
to FINRA’s examination program
for 2009,” warning them to reassess
their firms’ compliance and super-
visory programs with special atten-
tion to AML and the FCPA. The letter
concludes: “We hope that by sharing
these areas of potential examina-
tion focus and other developments,
your Firm will be well armed to as-
sess your compliance operations,
internal controls and supervisory
systems.” http://www.finra.org/web/
groups/ industry/@ip/@reg/@guide/
documents/industry/p118113.pdf

Item: New York State's Insurance
Department last June issued Circu-
lar Letter 11 (2009) to all Licenses,
setting forth the Superintendent’s
expectations regarding compliance
by licensees with three areas of
federal law: the Bank Secrecy Act,
the FCPA, and regulations of the
Office of Foreign Assets Control.
“Although supervision and enforce-
ment of these statutes resides with

Michael Zeldin (mzeldin@deloitte.
com), a member of this newsletter’s
Board of Editors, is a Principal in
Deloitte Financial Advisory Services
LLP and the global AML/Sanctions
practice leader. Miriam Ratkovico-
va (mratkovicova@Deloitte.com) is
a Senior Manager in the AML/Sanc-
tions Practice of Deloitte FAS LLP.

national regulators,” the Superinten-
dent observes warns that “compli-
ance with these laws is consonant
with prudent risk management” and
that well designed programs to en-
sure compliance with federal law
“should prove effective in detect-
ing violations of New York law ...
pertaining to money laundering and
insurance fraud.” The letter warns
that the Insurance Department may
specifically ask the members of a
licensee’s senior most governing
body or senior management” about
policies aimed at compliance with
federal law. http://www.ins.state.
ny.us/circltr/2009/c12009_11.htm

Item: Robert Khuzami, the SEC’s
Director of Enforcement, announced
last August that the SEC has estab-
lished an FCPA Unit to “focus on new
and proactive approaches to identify-
ing violations” because “more needs
to be done, including being more
proactive in investigations, working
more closely with our foreign coun-
terparts, and taking a more global
approach to these violations.”

A NEwW PARADIGM

The days when AML compliance
meant focusing narrowly on trans-
actional activity related to the vol-
ume, velocity, origin and direction of
money movements may be ending. A
new paradigm for AML compliance
is emerging — one that requires a
holistic view that includes risks re-
lated not only to the FCPA, but also
to fraud, tax evasion, and other crim-
inal activity related, for example, to
mortgages, etc. While many large
U.S. and EU financial institutions
have kept FCPA compliance separate
from AML, this new imperative might
require a convergence of the two in
order to provide for improved de-
tection and enhanced investigation
while realizing significant, synergy-
derived cost savings.

What FCPA risks should an AML
compliance officer consider under
this new paradigm? Predominantly,
there are three types of risk, two ad-
dressed by standard AML measures,
and the third by an effective FCPA
compliance program:

1. The risk of providing services
to persons whose funds may derive

from public corruption, e.g., Politi-
cally Exposed Person (PEP) risk. Of
the three risk categories, risk of ‘ac-
cepting’ funds derived from public
corruption may be the easiest to
detect if your AML protocols are
robust. Virtually all financial insti-
tutions have, or should have, some
mechanism for identifying PEPs
and other public officials within
their customer screening systems.
Improved detection rates may be
achieved by transaction monitoring
focused on corruption proceeds en-
tering the PEP account.

2. The danger of facilitating cor-
rupt payments to foreign officials by
“legitimate” clients of the financial
institution, e.g., an oil company. The
judicial dockets are filled with cases
involving corruption with domestic
and foreign public officials. While
historically these cases have fo-
cused on the corrupt officials, there
appears to be a trend toward prose-
cuting the financial institutions that
accepted corruption proceeds for
transit or as deposits. This may even
entail personal liability, both civil
and criminal, for the officers and di-
rectors of the financial institution if
they knew, should have known, or
were willfully blind to the activity in
which the government is interested.
Once you get a subpoena — a sure
sign of government interest — it
may be too late to fix the problem.

3. The risk that a financial insti-
tution is itself engaging in public
corruption by making corrupt pay-
ments to gain a business advantage.
As financial institutions expand into
more diverse geographies, there is a
growing likelihood that the institu-
tion, in an effort to secure permits,
licenses and facilities or to obtain
additional revenue from, for exam-
ple, public sources such as pension
or sovereign funds will conduct
business with individuals who are
“public officials” under the FCPA.
Building an effective FCPA compli-
ance program can mean the differ-
ence between an event requiring
self-disclosure or no event at all. For
example, a U.S. SEC-registered bro-
kerage company just reported in its

continued on page 4
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2009 8-K that “it has recently uncov-
ered actions initiated by an employ-
ee based in China in an overseas
real estate subsidiary that appear to
have violated the FCPA.” Public re-
ports indicate that the activities in
question are related to company’s
real estate practice in China, which
invests with various state-owned en-
tities. The employee reportedly was
a top property dealmaker in China.

A CoMPLIANCE CHECKUP

What questions a financial insti-
tution asks its internal-controls pro-
gram and the compliance profes-
sionals who manage it often defines
the difference between avoiding
these risks or not. Here are some
questions to ask at the outset of a
compliance checkup:

* Does your institutional risk
assessment accurately iden-
tify high-risk areas for both
FCPA and AML/OFAC?

* Have you identified high-risk
customers, products, servic-
es and geographies for both
FCPA and AML/OFAC?

* Have you considered the in-
ter-relationships of risk fac-
tors between AML/OFAC and
the FCPA?

* Is your risk assessment nim-
ble enough to be responsive
to external events and politi-
cal changes?

* Have you defined corruption
and money laundering typol-
ogies related to all your prod-
ucts and services (e.g., trade
finance, construction loans,
etc.)?

* Have you reviewed your own
SAR filing history to be cer-
tain you are filing FCPA-relat-
ed SARs?

* Have you adapted and refined
the red flags in your transac-
tion monitoring system to ad-
dress the footprint of your
organization and its business
portfolio?

* Are your Customer Identifica-
tion Program (CIP) and Know
Your Customer (KYC) proto-
cols adequate to the corrup-
tion risks reasonably foresee-
able in each location in which
you are doing business?

* Have you established a bank-
wide definition of who is a
PEP? Does it include both
domestic and foreign govern-
ment persons? Do you also
identify more generally cus-
tomers who fit the FCPA defi-
nition of “public officials”?

e Are your employees dealing
directly or indirectly with
government officials both as
regulators and as bank cus-
tomers? Do you have FCPA
compliance guidelines and an
associated training program
that reach those employees?

e Have you assessed and ad-
dressed your risk related to
agents and intermediaries?

e What data are available for
FCPA monitoring?

* What are your expenses, gifts,
entertainment, charitable con-
tributions?

* Do you focus on high-risk
government touch points and
client relationships?

* Are there third parties and
third-party payments?

e To what extent can contem-
poraneous information about
corruption risks, events and
investigations be integrated
into monitoring and surveil-
lance programs?

* Do you use external data (e.g.,
country corruption indices,
quality of government pro-
curement regimes) to comple-
ment the use of customer risk
ratings or transaction moni-
toring?

*  Where and how is FCPA mon-
itoring being conducted?

e Do you have centralized or
decentralized monitoring?

* What degree of convergence
of FCPA and AML monitoring
is taking place at your institu-
tion now? Are you using dif-
ferent analytic engines, case
management tools, investiga-
tors and investigation proto-
cols? Are FCPA findings in-
forming AML monitoring and
vice versa?

CONCLUSION

The FCPA and AML compliance
environment is unforgiving. U.S.
law enforcement views compliance
in these areas a national-security im-
perative. Regulators across the globe
are developing strict examination
procedures, and failures have lead
to stiff fines and, in the case of the
FCPA, criminal convictions of senior
personnel. Frederic Bourke and the
investment management company
Omega Advisors were prosecuted
in New York for bribery of senior
government officials in Azerbaijan
to ensure that those official would
privatize the state oil company; in
the UK, the Financial Services Au-
thority fined Aon Ltd. £5.25 million
for failure to maintain adequate sys-
tems to counter the risks of bribery
and corruption. These prosecutions
likely portend the future in this fast
evolving area. In the words of Bob
Dylan: “He not busy being born is
busy dying.”

Misconduct

continued from page 2

THE TIP OF THE ICEBERG

These high-profile cases are just
the tip of the iceberg. A startling num-
ber of courts have found investigative
misconduct, disclosure violations, wit-

ness interference, and trial misconduct.
Courts in the First, Third, Seventh,
Eighth, and Ninth Circuits recently
reversed convictions because pros-
ecutors made improper statements to
jurors during trial. Courts in the Ninth
and D.C. Circuits granted new trials
and dismissed indictments because

prosecutors failed to disclose key evi-
dence to the defense. In the Eleventh
Circuit, a judge went to the unusual
length of entering injunctive relief af-
ter finding that prosecutors had vio-
lated their discovery obligations and
launched a retaliatory investigation

continued on page 5
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of defense counsel during trial. The
judge also publicly reprimanded and
imposed sanctions against the pros-
ecutors for “acting with gross negli-
gence,” and “vexatiously and in bad
faith,” and ordered the United States
to reimburse the defendant over
$600,000 in attorneys’ fees and costs.
US. v. Shaygan, No. 08-cr-20112, 2009
WL 980289 (S.D. Fla. Apr. 9, 2009).
And, in a First-Circuit case, the district
judge attached to his decision a three-
page annex of alleged misconduct by
federal prosecutors in the district. U.S.
v. Jones, 620 F. Supp. 2d 163 (D. Mass.
2009).

‘COMPLIANCE’ RISKS IN THE U.S.

ATTORNEY’S OFFICE

In response to critical comments
based on these cases, DOJ officials
often reply that the overwhelming
number of their prosecutors are con-
scientious, and that the proportion
of cases with reported misconduct is
low. The truth of this defense makes
it no less ironic: This is precisely what
private companies often claim after
misconduct is revealed, but the federal
government requires heightened com-
pliance programs nonetheless. For
example, a medical device company
recently entered a three-year deferred-
prosecution agreement and five-year
corporate-integrity agreement despite
the company’s claim that the miscon-
duct at issue involved only “a small
fraction” of its business. (NeuroMetrix
Inc. News Release, Feb. 9, 2009.)

It should not be left to judges to
remedy these issues piecemeal. Any-
thing less than a comprehensive and
robust program to prevent misconduct
and train well-intentioned prosecu-
tors to prevent error will inevitably
lead to wrongful convictions — an
extreme consequence that should
not be tolerated in a civilized society.
Prosecutorial misconduct also carries
with it the risk of violating federal
and state criminal and civil laws, as
well as contempt of judicial proceed-
ings. And it risks undermining public
faith in the DOJ.

DOJ’s NEw PoLICIES: A CURE

OR A BAND-AID?
Within the DQJ, both the Office
of Professional Responsibility (OPR)

and the Office of the Inspector Gen-
eral (OIG) have the power and the
duty to investigate the causes of,
and recommend cures for, system-
atic prosecutorial error or miscon-
duct. Yet neither has instituted any
comprehensive investigations of the
recent pattern, based on nationwide
judicial findings, of prosecutorial mis-
conduct or any comprehensive com-
pliance and monitoring programs to
address these systemic problems.

In January 2010, the DOJ issued
new discovery guidelines to help
ensure that prosecutors comply
with their obligations under Brady,
Giglio, and the Jencks Act. (Guid-
ance for Prosecutors Regarding
Criminal Discovery, DOJ memoran-
dum, Jan. 4, 2010). These guidelines
give instructions on where to look
for potentially discoverable informa-
tion, direct prosecutors to memori-
alize and disclose any variances in
witness statements, and encourage
prosecutors to review potentially
discoverable material themselves.

Although these guidelines are a
step in the right direction, they do
nothing to address other potential
abuses, including the types of wit-
ness interference and improper
statements to the jury that have been
repeated subjects of judicial ire. Nor
do they address other risks of mis-
conduct during the investigatory
stage, which can have significant ef-
fects at trial. And they do nothing to
ensure that prosecutors comply with
the guidance that is in effect. They
are, largely, toothless guidelines.
RECOMMENDATIONS

The DOJ, OPR, and OIG can and
should take stronger steps to mini-
mize prosecutorial misconduct by
instituting some of the same strict
compliance measures required of
businesses. A meaningful, nation-
wide compliance program would
have many components and con-
tours, but three pillars are essential.

First and foremost, the DOJ needs
to provide more meaningful train-
ing to prosecutors. Many prosecu-
tors receive the bulk of their train-
ing at an “academy” during their
first weeks on the job, and thereaf-
ter training programs vary greatly
among the many U.S. Attorneys’ Of-
fices and DOJ components. This is

inadequate. Education in prosecu-
torial ethics through a nationwide
Webcasting system should be stan-
dardized, periodic, mandatory, and
subject to certifications.

Second, pretrial disclosure re-
quirements should be more method-
ically outlined for prosecutors, with
mandatory checklists and certifica-
tions maintained in each case file.
Periodic audits should be required,
and the overall results of such au-
dits should be periodically reviewed
by the OIG, which can refine and
enhance the process as lapses are
discovered.

Third, allegations or judicial find-
ings should be subject to central-
ized reporting, investigation, and
periodic review to identify particu-
larly troubled components or types
of misconduct. Indeed, the OIG
should conduct regular reviews to
identify the most common other
types of misconduct, allowing the
DQOJ to amplify its training pro-
grams on each type of potential vio-
lation. Such guidance and training
should address investigative abuses
(including improper influence of
witnesses), trial misconduct (includ-
ing inappropriate comments to the
jury), and pretrial leaks of confiden-
tial or inflammatory information.
The DOJ should coordinate with
ethics officers to identify patterns of
misconduct on an ongoing basis, so
that any problems can be reported
and addressed on a real-time ba-
sis. It should set up a hotline to the
OPR so that DOJ employees may
anonymously report any instances
of misconduct. And the DOJ and
OPR should establish and enforce
clear disciplinary standards for any
prosecutor who does not comply
with the rules.

If the DOJ begins to take its own
advice about the importance of
strict compliance, it will go a long
way toward curing some of its cur-
rent ills.

—_— 0’0 J—
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Confrontation Clause

continued from page 1

out-of-court statements are inad-
missible at trial unless the witness
appears at trial or, if the witness is
unavailable, the defendant had a
prior opportunity to cross-examine
the witness. In Melendez-Diaz, the
Supreme Court applied Crawford
to police lab technicians, holding
that the Confrontation Clause gives
defendants the right, in certain cir-
cumstances, to confront those who
conducted a forensic analysis of-
fered against the defendant at trial.

Melendez-Diaz has drawn the ire
of prosecutors, who claim the deci-
sion creates unworkable inefficien-
cies in the justice system, and there
is currently debate over how the
ruling should be applied in lower
courts. The Supreme Court recently
declined to provide additional guid-
ance in a recent confrontation clause
case. See Briscoe v. Virginia, 559 U.S.
___ (2010). In Briscoe, the Supreme
Court of Virginia found that a statute
that allowed the defendant to call
to the stand the lab technician who
conducted an analysis, but allowed
the prosecution to introduce the re-
port without calling the technician
in its case-in-chief, did not violate a
defendant's constitutional rights. The
Supreme Court vacated the decision
and remanded the case for consider-
ation not inconsistent with its deci-
sion in Melendez-Diaz.

In Melendez-Diaz, the Supreme
Court cited a recent report pub-
lished by the National Academy of
Sciences, which found the current
legal system woefully short of en-
suring the reliability of forensic evi-
dence because of a number of fac-
tors: lenient admissibility standards,
deferential appellate review, limita-
tions on the right of confrontation,
and judges and lawyers who lack
the necessary scientific expertise to
evaluate forensic evidence. Strength-

Marjorie J. Peerce (mpeerce@still
manfriedman.com), a member of
this newsletter’s Board of Editors,
is a partner at Stillman, Friedman
& Shechtman, P.C., New York, NY.
Elizabeth S. Weinstein is an associ-
ate at the firm.

ening Forensic Science in the United
States: A Path Forward, Before the
S. Comm. on the Judiciary, 110th
Cong. 3-1 (2009) (statement of Har-
ry T. Edwards, J., 2nd Cir., and Prof.,
N.Y.U.), http://judiciary.senate.gov/
pdf/09-03-18EdwardsTestimony.pdf
(hereinafter “National Academy Re-
port”). By expanding the right of
confrontation to require the testimo-
ny of forensic analysts under certain
circumstances, the Supreme Court’s
decision in Melendez-Diaz address-
es one of the concerns identified in
the National Academy Report.

APPLICATION TO

BuUsINESS CRIMES

Ballistics, arson residue, tool
marks and the like do not regularly
appear in business crime cases, so
how is the new jurisprudence appli-
cable to white-collar litigation? In the
electronic age, there are many types
of evidence against white-collar de-
fendants that will be affected by
Melendez-Diaz. For example, deter-
mining whether a computer-gener-
ated document was altered, whether
metadata is accurate, or whether an
image in a photograph has been
Photoshopped, are all evidentiary
analyses performed by forensic ana-
lysts and thus subject to the analysts’
varying techniques, equipment, train-
ing, integrity and discipline. With the
right to confront forensic computer
analysts, a white-collar defense attor-
ney may be able to rebut effectively
the foundation of the evidence prof-
fered by the government.

Defense counsel can probe into
issues such as whether forensic
analysts took appropriate steps to
insure that they did not delete data,
add to data, overwrite data such as
the last date of access, the author,
etc., or copy data into different me-
dia. Defense counsel may also be
able to attack the potential bias of
a forensic analyst’s assessment of
computer evidence by cross-examin-
ing the analyst on her awareness of
the particulars of the government’s
case against the defendant, or how
her preconceived ideas of the de-
fendant’s wrongdoing may have in-
fluenced her conclusions. Through
confrontation, the defense may also
be able to uncover potential spolia-
tion of evidence which would have
otherwise gone undetected. Addi-

tionally, when the government of-
fers testimony by just one of the fo-
rensic analysts who conducted the
test, Melendez-Diaz may support a
defense request to examine others
in order to probe exactly what steps
were taken in preparing and analyz-
ing the evidence.

While we are not aware of Me-
lendez-Diaz yet being applied to
more than a handful of business-crime
cases, we need only remember back
to the early days of RICO (when it
was thought RICO would apply only
to organized crime) or the early days
of the Sentencing Guidelines (when
the white-collar bar paid too little at-
tention as precedent was being set in
drug cases) to realize that changes in
forensic evidence standards will be-
come relevant to all types of criminal
law. The sooner white-collar defense
attorneys proactively use the rights
afforded us by Melendez-Diaz, the
better positioned we will be to help
shape lower courts’ application of
confrontation rights in a way that ad-
vances the interests of our clients.
WHEN TO INVOKE THE
MELENDEZ-DI1AZ RIGHT TO
CONFRONTATION

There is no doubt that Crawford
and Melendez-Diaz give the de-
fense certain rights. Defense coun-
sel should think long and hard be-
fore stipulating to forensic evidence
in the government’s case rather
than confronting the forensic ana-
lyst. Still, zealous defense attorneys
should invoke the right to confron-
tation selectively and strategically
— only when they have a reason to
question the validity of the analytic
methods used. A weak cross-exami-
nation of the prosecution’s forensic
analyst might only serve to buttress
the prosecution’s case and empha-
size the damaging evidence.

This means that defense counsel
may need to devote significant pre-
trial time and effort to learning about
the specific analysis of forensic or
electronic evidence proffered by the
government to ascertain whether
confrontation will be advantageous.
Obtaining access to the evidence at
issue, however, may be easier said
than done.

continued on page 7
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IN THE COURTS

ELEVENTH CIRCUIT:
PROBATION-ONLY SENTENCE
For HEALTHSOUTH EXECUTIVE

UNREASONABLE

The Eleventh Circuit Court of Ap-
peals, in an opinion by Judge Joel F.
Dubina, found that the District Court’s
sentence of Kenneth K. Livesay was
unreasonable in light of the factors
outlined in 18 U.S.C. § 3553(a).

This was not the Eleventh Cir-
cuit’s first review of the defendant’s
sentence. The court had already re-
manded the case for further expla-
nation, then reversed the District
Court’s sentence as unreasonable,
then vacated the sentence (after the
U.S. Supreme Court remand). After
its most recent sentencing hearing,
the District Court found that the de-
fendant’s offense level was 28, his
criminal history category was I, and
his Guidelines sentencing range was
78 to 97 months’ imprisonment. The
government had moved for a down-
ward departure — under § 5K1.1
in light of the defendant’s substan-

tial cooperation in the prosecution
of others — and recommended a
20-month sentence. The District
Court again (for the third time but
now with a different judge) imposed
a sentence of 60 months of proba-
tion and the government (for the
third time) appealed.

The Eleventh Circuit applied the
factors laid out in 18 U.S.C. § 3553(a)
(2) to find that a sentence of no jail
time did not adequately “reflect the
seriousness of the offense, promote
respect for the law, or provide a just
punishment.” More importantly, the
court determined that one of the
main considerations in the Sentenc-
ing Guidelines was the deterrence of
white-collar criminals. It found that
probation-only sentences were un-
likely to deter white-collar criminals
who could analyze the financial ben-
efits against the risks and easily de-
termine that financial fraud might be
worth the risk of no time in prison.

The court also looked to several
prior decisions in which it reversed
sentences of minimal jail time for

HealthSouth executives involved
in the same fraud as defendant. In
short, the court explained: “We also
hold that any sentence of probation
would be unreasonable given the
magnitude and seriousness of Live-
say’s criminal conduct” (emphasis in
original). The court vacated the sen-
tence and remanded to the District
Court for re-sentencing.

SixTH CIirculT AFFIRMS USE OF

EVIDENCE EXCLUSION

In United States v. Hardy, No.
08-5421 (6th Cir. Nov. 20, 2009),
the Sixth Circuit affirmed a district
court’s exclusion of documents as
a sanction for delayed disclosure to
the prosecution by defense counsel
due to counsel’s doubts about their
origin and admissibility.

The defendant-appellant, Donna
Hardy, was convicted on 12 counts
of bank fraud, 18 U.S.C. § 1344, and
five counts of tax evasion, 18 U.S.C.
§ 7201, by a jury empanelled by the
United States District Court for the
Western District of Tennessee. The
convictions related to her alleged

continued on page 8

Confrontation Clause

continued from page 6

OBTAINING ACCESS TO EVIDENCE

Suppose you have a case involv-
ing the issue of whether a specific
e-mail was opened by a particular
individual, or at what time the e-
mail was opened. For both issues,
the metadata for the e-mail is vitally
important. It is crucial for the de-
fense to obtain access to the origi-
nal metadata in order for it to be
examined by the defense expert.
Because the material is in the gov-
ernment’s possession, the examina-
tion must either take place on gov-
ernment premises in the presence
of a government agent, or the ma-
terial must be duplicated precisely
on a hard drive. Gaining direct and
timely access to the relevant mate-
rial may be a great challenge, par-
ticularly because in many instances
a defense attorney lacks the time,
financial resources, and scientific
expertise to assess the material ad-
equately. In addition, in white-collar
cases, while the government may

have had the evidence for months
or years before it brings charges,
the defense is not entitled to gain
access to the evidence until after
charges have been filed. Even then,
the significance of the evidence
may not be apparent until the gov-
ernment's production of “3500 ma-
terial,” which generally takes place
shortly before trial or before a wit-
ness testifies, at which point it is of-
ten far too late for the defense to do
an effective forensic analysis of the
evidence. See 18 U.S.C. § 3500(b).
Although Crawford and Melendez-
Diaz allow a defendant to use his
constitutional right to confront the
evidence against him, the criminal
discovery rules may prove a greatly
limiting factor on the effectiveness
of this new legal regime.
CONCLUSION

Now that the Supreme Court has
recognized that confrontation of the
prosecution’s forensic analysts in this
context is a constitutionally protect-
ed right of defendants, the next step
may be to convince courts to make
procedural accommodations to al-

low time so that the game of “got-
cha” can yield to the Sixth Amend-
ment. The government may need
to be encouraged to provide 3500
material and expert reports earlier,
along with more complete access to
forensic and electronic material and
the analytical methodology utilized.
One possible solution would be to
require any government review of
evidence to be in the presence of
the defense expert, so that both par-
ties are on an equal playing field.
If courts refuse to make appropri-
ate accommodations, counsel may
need to advocate for the modifica-
tion of procedural rules. We should
also be prepared to argue that the
government’s failure to provide suf-
ficient access to forensic evidence is
a Sixth Amendment violation.
Although at first blush it would
appear that Melendez-Diaz does
not demand much attention by the
white-collar practitioner or the in-
house lawyer, the decision is hugely
relevant to our practices. It will only
become more so as time passes.
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BUSINESS CRIMES HOTLINE

OHIO

TRANSCAPITAL CORPORATION
COO PLEADS GUILTY IN TAX

SHELTER CONSPIRACY

For his role in a three-member
tax shelter conspiracy, Michael Parker,
the chief operating officer of Virgin-
ia-based investment company Trans-
Capital Corporation, pled guilty to a
single count of conspiracy to defraud
the United States. Parker entered his
plea on Dec. 1, 2009 in a hearing be-
fore Judge Sandra S. Beckwith of the
U.S. District Court for the Southern
District of Ohio in Cincinnati.

According to the DOJ, Parker ad-
mitted to conspiring with Daryl
Haynor and Jon Flask, the former
a tax partner with accounting firm
KPMG LLC and the latter a Tran-
sCapital attorney. Parker admitted
his alleged role in the trio’s promo-
tion and implementation of a tax
shelter that disguised and concealed
finance transactions of KPMG clients
from 1998-2006 and led to $240 mil-
lion in claimed corporate income tax
deductions on returns filed with the
IRS. Additionally, Parker acknowl-

In the Courts and Business Crimes
Hotline were written by Matthew
Alexander, an associate at Kirkland
& Ellis LLP, Washington, DC.

edged conspiring to mislead IRS
agents and attorneys during audits
of several of the companies that had
claimed deductions. To do so, Parker
made false statements to the IRS and
concealed aspects of the transactions
from the trio’s corporate clients.

As a result of his single-count plea,
Parker faces a maximum five-year
prison sentence and $250,000 fine,
while Haynor and Flask both face
possible eight-year prison sentences
along with a corresponding fine up
to $500,000.

NEW YORK

CHARGES DISMISSED AGAINST

STATOIL

On Nov. 18, 2009, U.S. District
Judge Richard C. Howell dismissed
with prejudice a three-year-old crim-
inal information against Norway-
based oil company Statoil. Judge
Howell’s ruling came in response to
the government’s motion to dismiss,
which, in turn, was filed upon the
company’s successful completion of
a deferred prosecution agreement
for violations of both the anti-brib-
ery and accounting provisions of
the FCPA. The criminal information,
originally filed on Oct. 13, 20006, al-

leged that Statoil, a New York Stock
Exchange issuer, developed a con-
sulting contract with an offshore in-
termediary company for the purpose
of inducing an Iranian official to as-
sist Statoil in its efforts to secure con-
tracts for the development of natural
gas and oil fields in Iran.

The terms of Statoil’s deferred-pros-
ecution agreement required the com-
pany to admit to making corrupt pay-
ments; pay $10.5 million in penalties
for its actions; submit to a three-year
comprehensive review of its FCPA in-
ternal controls and processes by an
independent compliance consultant
appointed by the government; and
implement the consultant’s compli-
ance recommendations.

Commenting on the dismissal,
U.S. Attorney for the Southern Dis-
trict of New York Preet Bharara
said: “This case shows that deferred
prosecution agreements against cor-
porations can work as an important
middle ground between declining
prosecution and obtaining the con-
viction of a corporation,” adding that
the “deferred prosecution in this
case helped restore the integrity of
Statoil’s operations and preserve its
financial viability while at the same
time ensuring that it improved what
was obviously a failed compliance
and anti-corruption program.”
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embezzlement of over $250,000 from
her employer, Milan Box Corpora-
tion. Hardy, who had controlled the
company’s accounting and treasury
functions without check-issuing au-
thority, defended the charges by
claiming that she had loaned the
company money during lean years
and that the funds paid to her were
repayment for the earlier loans.

The documents excluded by the
district court were copies of check
stubs that Hardy claimed proved the
existence of the loans. Hardy had
provided them to her counsel a week

prior to her trial. Her counsel did not
provide the documents to the pros-
ecution at that time, instead serving
a subpoena duces tecum on the com-
pany for the original stubs on the
weekend prior to the trial.

On appeal, Hardy argued that the
district court had violated her com-
pulsory process rights as provided in
the Sixth Amendment, which states
that “in all criminal prosecutions,
the accused shall enjoy the right ...
to have compulsory process for ob-
taining witnesses in his favor.” U.S.
Const. amend. VI.

The Sixth Circuit rejected this ar-
gument, finding that Hardy and her
counsel “willfully and purposefully

chose not to disclose the documents
to the government.” The Sixth Circuit
noted that the district court had dis-
cretion to exclude evidence when a
party failed to comply with Fed. R.
Crim. P. 16, which provides that de-
fendants who request and receive
disclosure of the government’s docu-
ments must provide reciprocal dis-
covery — not limited to the discov-
ery period, upon request, for items:
1) “within the defendant’s posses-
sion custody, or control;” and 2) that
the defendant intends to use in his/
her “case-in-chief.” Fed. R. Crim. P.

16(b),(0), and (dD(2)(O).
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